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The Social-Engineering Resilience in Remote-Work Environments

Abstract

The rapid shift to remote work has dissolved traditional network perimeters, exposing
employees to unprecedented volumes of social-engineering attacks. Phishing,
smishing, vishing, and deep-fake voice scams now account for 30% of confirmed
data-breaches (Verizon DBIR 2025), making them the most lethal entry vector for
organisations of any size.

This study asks three questions:

1. Which social-engineering techniques achieve the highest success rates in
remote-work environments?

2. How effective are contemporary security-awareness programmes—simulated
phishing combined with interactive micro-learning—in lowering click-through rates?

3. What low-cost technical controls (DMARC, SPF, DKIM, MFA, URL-rewriting proxies)
provide the greatest incremental protection when layered with training?

A mixed-methods approach was applied: (a) statistical analysis of 1.21 M phishing
samples from PhishTank 2025 and OpenPhish 2025; (b) a quasi-experimental
examination of click-through data from three open-source phishing-simulation
platforms deployed at three partner SMEs (10-25 users each) over twelve months; and
(c) a Qualitative Comparative Analysis (QCA) that scores eight mitigation techniques
across effectiveness, cost, implementation effort, and scalability.

Results show that credential-harvesting emails (42 %) and malicious-attachment
campaigns (31 %) dominate remote-work attacks, that training alone trims click-through
from 23.5 % t0 6.8 % (-71 %), and that adding DMARC-reject plus mandatory MFA yields
an 84 % reduction in successful credential theft. A FAIR-based cost-benefit model
estimates an annual loss expectancy (ALE) of $152 k for an average SME dropping to
$28 k after deploying the recommended layered approach—an 81 % risk reduction for
an estimated $12 k/year investment.

The paper proposes a “Human-First” Resilience Framework that (i) institutionalises
continuous security-awareness, (ii) enforces lightweight technical safeguards, and (iii)
integrates automated phishing-simulation dashboards into existing SIEM workflows.




. . . . ) . EC-COUNCIL
The Social-Engineering Resilience in Remote-Work Environments UNIVERSITY

ACCREDITED. FLEXIBLE. ONLINE.

CHAPTER 1

1. Introduction and Background

The COVID-19 pandemic forced organisations worldwide to adopt remote-work policies
at unprecedented speed. According to Microsoft's 2025 Work-From-Home Survey, 71 %
of enterprises now maintain a permanent remote-work component, with an average of
38 % of the workforce operating from home at any given time. While the model delivers
flexibility and reduces overhead, it simultaneously eliminates the physical network
perimeter that historically shielded corporate assets.

A remote employee’s device typically resides behind a home broadband router that
often lacks intrusion-prevention, runs outdated firmware, and is shared among family
members. The device may also be personal—running unvetted applications, using
weak passwords, and connecting to public Wi-Fi networks while travelling. In addition,
remote workers rely heavily on cloud-based SaaS platforms (Office 365, Slack, Zoom,
GitHub), each of which authenticates users via the internet, making email and
messaging the primary attack surface.

Because the user is now the first line of defence, attackers have pivoted to
social-engineering—the art of manipulating human psychology to obtain confidential
information or provoke unsafe actions. The techniques have become increasingly
sophisticated:

e Phishing (email-based) - deceptive messages that mimic trusted brands or internal
correspondents, often embedding malicious links or credential-harvesting pages.

e Smishing (SMS-based) - text-message lures that deliver one-time-password (OTP)
prompts or malicious URLSs.

e Vishing (voice-based) - phone calls that impersonate senior executives, IT
support, or financial institutions, sometimes leveraging deep-fake audio to sound
authentic.

« Business-Email-Compromise (BEC) - targeted spoofing of executive accounts to
authorise fraudulent wire transfers.

The Verizon Data Breach Investigations Report (DBIR 2025) confirms that phishing is
now responsible for 30 % of all confirmed data-breaches, the highest proportion of any
attack vector in the past decade. Moreover, the 2024 Proofpoint State of the Phish
Report noted a 23 % increase in credential-harvesting campaigns aimed specifically at
remote-work users, many of which leverage Al-generated content to personalise
subject lines and embed contextual references (e.g., recent Zoom meetings).
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From an operational standpoint, the consequences of a successful social-engineering
attack are severe:

Impact Typical Example

attacker obtains a user’s Office 365
Credential theft password - accesses corporate email, extracts
sensitive documents.

malicious attachment (e.g., macro-enabled Word)
Malware infection drops ransomware on the endpoint, encrypting both
local and network-shared drives.

BEC email authorises a wire transfer of $250 k to a

Financial loss
fraudulent account.

public disclosure of a data breach caused by a

Reputational damage compromised employee mailbox.

Given the human-centric nature of the threat, purely technical measures (firewalls,
endpoint protection) are insufficient. Contemporary security frameworks therefore
advocate a defence-in-depth approach that couples continuous security awareness
with lightweight technical controls. However, many small- and medium-sized
enterprises (SMEs) lack the budget or expertise to implement sophisticated tools such
as User-and-Entity Behaviour Analytics (UEBA) or
Security-Orchestration-Automation-Response (SOAR) platforms. Consequently, they
rely on low-cost, high-impact measures—phishing-simulation  platforms,
email-authentication protocols (DMARC, SPF, DKIM), and mandatory multi-factor
authentication (MFA)—to protect their dispersed workforce.

The central challenge for security practitioners is to determine which combination of
awareness-driven and technical controls yields the highest risk reduction per dollar
spent, especially in environments where human fatigue and alert fatigue are real
concerns. This research seeks to answer that challenge by quantifying the
effectiveness of each mitigation technique and integrating the results into a practical,
scalable framework that can be adopted by organisations of any size.
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CHAPTER 2

2. Problem Statement

While the security industry has long recognised phishing as the most prolific attacker
technique, the remote-work paradigm has amplified its potency and introduced new
vectors (smishing, vishing, deep-fake voice).

Current mitigation strategies fall into two broad categories:

1. Human-Centric Controls - security-awareness training, simulated-phishing
campaigns, video micro-learning.

2. Technical Email-Authentication and Access Controls — DMARC, SPF, DKIM,
mandatory MFA, URL-rewriting proxies.

Evidence suggests each category delivers measurable benefit, yet organisations often
implement them in isolation:

e Training programmes are frequently annual, generic, and not refreshed to reflect
emerging Al-generated phishing tactics, resulting in diminishing returns after the
3rd or 4th cycle (Cofense 2024).

e Technical controls are sporadically deployed; many SMEs have only SPF configured,
leaving DKIM and DMARC unimplemented, while MFA adoption remains under 50 %
for SaaS logins (Microsoft 2025).

The resulting risk profile is a high baseline click-through rate (¢ 23 %), leading to a
substantial Annual Loss Expectancy (ALE) for an average SME (estimated $152 k per
breach, per Cyber-Risk Institute 2024).

Thus, the problem can be articulated as two inter-related questions:

e RQ-1: What is the real-world distribution of social-engineering tactics targeting
remote workers, and which tactics achieve the highest success rates?

e RQ-2: How much incremental risk reduction is realised when human-centric training
is combined with lightweight technical controls, and what is the cost-effectiveness
of that combination for SMEs?

Addressing these questions requires quantitative measurement of attack prevalence,
empirical evaluation of training outcomes, statistical modelling of technical-control
impact, and a cost-benefit analysis that respects the resource constraints typical of
SMEs.
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CHAPTER 3
3. Objectives of the Project

e Quantify the prevalence and success rates of the major social-engineering tactics
(phishing, smishing, vishing, deep-fake voice) that target remote employees.

e Measure the impact of security-awareness training on click-through rates by
analysing longitudinal data from simulated-phishing platforms deployed at three
partner SMEs.

e Assess the incremental protection provided by a set of lightweight technical
controls (DMARC, SPF, DKIM, MFA, URL-rewriting proxies) using logistic-regression
modelling on real-world phishing-delivery datasets.

e Develop a FAIR-based cost-benefit model that estimates the Annual Loss
Expectancy (ALE) before and after implementation of the combined mitigation set
for a typical SME (10-30 remote users).

e Produce a practical, phased “Human-First Resilience Framework” that organisations
can adopt, complete with policy templates, rollout timelines, and KPI-driven metrics
for continuous improvement.

Success will be evidenced by (a) statistically significant reductions in click-through
rates (p < 0.01), (b) quantified risk reduction (= 80 % ALE drop), and (c) a documented
framework that aligns with NIST 800-53 and ISO 27001 controls.
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CHAPTER 4

4. Literature Review

4.1 Evolution of Remote-Work Phishing

Sanghani, P., et al. (2025) examined four years of global phishing data (2020-2023) and
identified a four-fold increase in remote-work-specific campaigns. Their methodology
combined Passive DNS data, email-header analysis, and machine-learning
classification of 1.8 M phishing samples. The authors reported that targeted
spear-phishing now accounts for 56 % of all observed remote-work attacks, up from
31 % in 2020. The key driver, they argued, is the abundance of publicly-available
collaboration metadata (e.g., shared calendar invites) that attackers harvest from
compromised SaaS accounts.

Strengths: massive dataset; robust classification pipeline; clear temporal trend
analysis.

Weaknesses: limited to email-based attacks; does not quantify post-delivery
effectiveness (i.e., click-through).

A complementary study by Kumar & Patel (2024) focused on SMS-based smishing in
the Asia-Pacific region, analysing over 650 k text messages collected via a honeypot
network. They found that spam-filter evasion techniques (Unicode obfuscation, URL
shorteners) raised the click-through rate to 12 %, nearly double the baseline for
traditional SMS spam.

Both works collectively illustrate that phishing vectors have diversified beyond email,
demanding a broader defence posture.

4.2 Human-Factor Vulnerabilities in Remote Settings

Al-Garadi, M. A., et al. (2020) investigated cognitive cues that increase phishing
susceptibility. Through a controlled lab experiment with 300 participants, they
identified “urgency” and “authority imitation” as the strongest predictors of a click
decision (odds ratio = 3.2, p < 0.001). Their findings have been repeatedly cited in
subsequent research, establishing a psychological baseline for social-engineering
studies.

Miller, S. J., & Carter, L. M. (2023) extended this work to a remote-work population
(n = 480) during the pandemic. They measured digital fatigue using the Remote-Work
Fatigue Scale and correlated it with phishing click-through. The analysis revealed a
22 % increase in click-through for participants scoring in the top quartile of fatigue
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(p = 0.004). This highlights a contextual risk factor unique to remote work: prolonged
screen time and constant virtual meetings reduce users’ vigilance.

A later qualitative study by Chen & Liu (2025) conducted semi-structured interviews
with 30 remote IT administrators who suffered BEC incidents. The authors uncovered a
“trust-transfer bias” where employees were more likely to obey requests from
senior-level email addresses after an initial successful phishing attempt, creating a
cascade effect.

Strengths: mix of quantitative and qualitative insights; focus on remote-specific
variables.

Weaknesses: relatively small sample sizes; findings may not generalise to
non-technical employee populations.

4.3 Technical Controls (DMARC, SPF, DKIM, MFA)

NIST SP 800-63B (2024) recommends multi-factor authentication for all “high-value”
SaaS services. A Microsoft 2025 Security Baseline Survey of 8 000 enterprises
reported that organisations with enforced MFA experienced a 68 % reduction in
credential-theft incidents linked to phishing (p < 0.01).

In the email-authentication domain, Google’s 2024 DMARC Implementation Whitepaper
documented a 71 % drop in spoofed-domain deliveries for organisations that migrated
to DMARC policy “p=reject” The paper also noted a secondary benefit: a 42 %
reduction in the volume of phishing emails that reach end users, because many
malicious messages fail DMARC checks at the receiving server.

A comparative analysis by Cunningham et al. (2023) examined five large enterprises
that sequentially implemented SPF, DKIM, and DMARC. Using a
difference-in-differences approach, they estimated that each additional protocol
contributed an average 12 % incremental reduction in successful phishing deliveries,
with the cumulative effect approaching 46 % after full deployment.

MFA adoption studies, however, reveal implementation friction. Kumar & Singh (2025)
surveyed 1200 remote workers and found 19 % reported “MFA fatigue,” citing repeated
push-notifications and hardware-token expiry as reasons for occasional bypass. This
underlines the importance of balancing security with usability.

Strengths: real-world enterprise data; rigorous statistical approaches.
Weaknesses: focus on large-scale organisations; cost considerations for SMEs are
rarely addressed.
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4.4 Effectiveness of Security-Awareness Training

The KnowBe4 2025 Benchmark Report analysed 12 k organisations that had deployed
the company’s quarterly simulated-phishing platform. The median reduction in
click-through rates across all participants was 71 % (from 22.5 % to 6.5 %). Moreover,
organisations that combined the simulations with 5-minute video micro-learning
modules saw an additional 9 % reduction (total 80 %).

Conversely, Cofense (2024) reported diminishing returns after four training cycles, with
click-through plateauing around 6 %. Their data suggested that over-training could lead
to training fatigue, reducing engagement.

Microsoft Attack Simulator (2025) introduced Al-generated, context-aware phishing
templates that mimic a user’s recent Teams meetings. In an internal pilot with 2 500
users, the click-through rate dropped from 19 % to 5 % after a single simulation,
demonstrating that realism matters for training efficacy.

A meta-analysis by Garcia & Patel (2023) synthesised 27 peer-reviewed studies on
security-awareness programmes. The authors calculated an overall effect size
(Cohen’s d) of 0.84, indicating a large impact, but noted high heterogeneity
(12 = 78 %)—suggesting that the particular design of the training (frequency, realism,
delivery medium) markedly influences outcomes.

Strengths: large sample sizes; cross-industry relevance.
Weaknesses: many studies rely on self-reported metrics or vendor-provided data,
which can be biased.

4.5 Identified Research Gap

The existing body of knowledge provides solid evidence that (a) phishing is the
dominant remote-work threat, (b) human-centred training reduces click-through, and
(c) technical email-auth controls further harden the environment. However, no
comprehensive study integrates **(i) a quantitative taxonomy of all social-engineering
tactics (including smishing, vishing, deep-fake voice), (ii) a longitudinal evaluation of
training effectiveness across multiple SMEs, and (iii) a cost-benefit model that
translates technical-control efficacy into annual loss expectancy (ALE) for the typical
SME.

This research fills that gap by (1) analysing > 1 M phishing samples to produce a current
technique distribution, (2) measuring real-world click-through changes over a 12-month
period for three partner SMEs, (3) modelling the incremental protection of DMARC,
SPF, DKIM, MFA, and URL-rewriting proxies, and (4) applying FAIR methodology to
quantify ROI. The outcome is a practical, evidence-based framework that small
organisations can adopt without heavy capital expenditure.

10
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CHAPTER 5
5. Methodology Adopted

5.1 Data Sources

This study adopts a mixed-methods research design integrating quantitative analysis,
quasi-experimental evaluation, and qualitative comparative techniques to assess social
engineering resilience in remote work environments. The approach combines
large-scale phishing dataset analysis with organisational behavioural data and
economic risk modelling to provide both empirical and practical insights.

The research is structured across four components:

(i) large-scale phishing dataset aggregation and classification,

(i) behavioural analysis of user susceptibility via simulated phishing campaigns,

(iii) statistical modelling of technical control effectiveness, and

(iv) cost-benefit analysis using the FAIR (Factor Analysis of Information Risk)
framework.

All data extraction and preprocessing steps were implemented using reproducible
Python scripts (see Appendix B)

5.2 Data Collection Sources
Multiple data sources were utilised to ensure triangulation and robustness:

Phishing Intelligence Feeds: Publicly available datasets from PhishTank and OpenPhish
were collected covering the period January-December 2024. These datasets provide
verified phishing URLs and associated metadata (e.g., target, tags, verification status).

Simulated Phishing Campaign Data: Anonymised click-through logs were obtained from
three small and medium-sized enterprises (SMEs), herein referred to as AlphaCo,
BetaTech, and Gammaltd. Each organisation conducted quarterly phishing simulations
over a 12-month period.

Technical Control Effectiveness Reports: Secondary data were extracted from industry
reports (e.g., Microsoft Security, Google DMARC studies) to inform model parameters.

Economic Risk Parameters: FAIR model inputs (e.g., breach cost, frequency estimates)
were derived from publicly available cybersecurity and labour statistics reports.

Expert Input: Two cybersecurity practitioners were consulted to inform scoring criteria
used in the qualitative comparative analysis (QCA).

1
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All organisational data were anonymised prior to analysis. The study relied exclusively
on publicly available or consented datasets and falls under exempt research categories
for secondary data analysis.

5.3 Data Processing and Classification

Phishing datasets from PhishTank and OpenPhish were consolidated into a unified
dataset. Duplicate entries were removed using URL-based hashing techniques. Data
were normalised using structured parsing methods to ensure consistency across fields.

A rule-based classification taxonomy was developed to categorise phishing samples
into the following groups: credential harvesting, malicious attachment, clone site,
business email compromise (BEC), smishing, vishing/deepfake voice, and other.

Classification was performed using pattern-matching techniques applied to URL
structures, metadata tags, and keyword indicators (e.g., “login” “verify” “account”).
While this approach enables scalable categorisation, classification rules were designed
to prioritise precision over recall, thereby reducing false-positive assignments at the

expense of potential under-classification.

Data from multiple sources were harmonised using consistent parsing and feature
normalisation procedures to ensure comparability across datasets.

5.4 Quantitative Analysis

5.4.1 Phishing Distribution Analysis

Descriptive statistical techniques were used to compute frequency distributions of
phishing categories. Proportions were calculated alongside 95% confidence intervals
using binomial estimation to quantify uncertainty.

5.4.2 Proxy Measure of Exploitation Likelihood

Due to the absence of direct victim interaction data in public phishing feeds, this study
employs a proxy measure for exploitation likelihood. A stratified random sample (10%)
of phishing URLs was analysed to determine:

e Whether the URL was active at the time of inspection (HTTP response observed),
and

e Whether the page exhibited credential-harvesting characteristics (e.g., presence of
login forms or password fields).

This proxy reflects the technical readiness of phishing infrastructure to capture user
credentials, rather than confirmed compromise events. The distinction is important, as
actual user interaction data is not available within the dataset.

12
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5.5 Behavioural Analysis: Click-Through Rate Evaluation

A quasi-experimental design was used to evaluate the effectiveness of security
awareness interventions. For each SME:

o Baseline click-through rate (CTR) was computed as the average CTR from initial
simulation campaigns prior to structured training.

e Post-intervention CTR was computed from subsequent campaigns following the
introduction of targeted microlearning modules.

A paired sample t-test (o = 0.05) was used to evaluate whether observed differences
in CTR were statistically significant. Effect sizes were calculated using Cohen’s d to
assess practical significance.

Given the limited sample size, results are interpreted as indicative within SME contexts
rather than universally generalisable.

5.6 Modelling Technical Control Effectiveness

To estimate the relative impact of technical controls, a binary logistic regression model
was constructed. The dependent variable represents the likelihood of phishing attempt
effectiveness, operationalised using the proxy measure described in Section 5.4.2.
Independent variables represent the presence or absence of technical controls (e.g.,
DMARC, SPF, DKIM, MFA, URL rewriting), inferred through domain-level configuration
checks and secondary data sources.

Model performance was evaluated using:

« Area Under the Receiver Operating Characteristic Curve (AUC)

e Hosmer-Lemeshow goodness-of-fit test

e Pseudo R? metrics

The model estimates relative risk reduction (odds ratios) associated with each control
rather than absolute prevention outcomes.

While external validation was beyond the scope of this study, model performance

metrics provide an initial indication of predictive capability within the analysed dataset.

5.7 Cost-Benefit Analysis (FAIR Model)

The FAIR framework was applied to estimate Annual Loss Expectancy (ALE) under
baseline and mitigated conditions. Key inputs include:

13
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e Single Loss Expectancy (SLE): Estimated average financial impact of a
phishing-related breach.

e Annual Rate of Occurrence (ARO): Estimated frequency of phishing-related
compromise events.

Control Effectiveness Factors: Derived from behavioural and statistical analyses.

Adjusted ALE values were calculated by applying multiplicative risk reduction factors
associated with training and technical controls.

A sensitivity analysis (£20% variation in key parameters) was conducted to evaluate
the robustness of the model under uncertainty.

Model parameters such as Annual Rate of Occurrence (ARO) and Single Loss
Expectancy (SLE) were derived from established industry benchmarks to ensure
realistic approximation in the absence of organisation-specific financial data.

5.8 Qualitative Comparative Analysis (QCA)

QCA was used to evaluate combinations of mitigation strategies across four
dimensions: effectiveness, cost, implementation effort, and scalability. Each control
was assigned binary values based on predefined thresholds informed by empirical

results and expert input.

The analysis identifies necessary and sufficient conditions for achieving high levels of
risk reduction, enabling comparison of alternative control configurations.

5.9 Limitations of the Methodology
The following limitations should be noted:
e Public phishing datasets do not provide ground-truth data on successful

compromises; proxy measures were therefore employed.
o The SME sample size for behavioural analysis is limited, restricting generalisability.

e Heuristic classification techniques may introduce minor categorisation inaccuracies.

» Technical control effectiveness was partially inferred from secondary sources rather
than direct experimental deployment.

e The dataset reflects known and reported phishing instances and may not capture
emerging or previously undetected threats.

Despite these constraints, the use of multiple data sources and complementary
analytical techniques enhances the overall robustness of the findings.

14
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Interpretation: Credential-harvesting remains the dominant vector for remote-work
attacks, closely followed by malicious attachments. Deep-fake voice attacks, though a

small slice, have grown by 27 % YoY (2023->2024).

UNIVERSITY
CHAPTER 6
6. Results — Project Findings
6.1 Finding 1 - Distribution of Social-Engineering Tactics
Category Count % of Total 95 % ClI
Credential-Harvesting 509 742 42.0 % 416 % - 42.4 %
(login-pages)
Malicious-Attachment o o o
(Office macros, PDFs) 376 113 31.0 % 306 %-31.4%
Clone-Site (brand 151 832 12.5 % 12.2%-12.8 %
impersonation)
Business-Email o o 740
_Compromise (BEC) 83 547 6.9 % 6.7%-71%
Deep-Fake Voice 47 078 3.9 % 3.8%-4.0%
(vishing)
Smishing (SMS) 24 932 21 % 20%—-2.2%
Other / Uncategorised 43 940 36 % 35%_37%
Total 1212 312 100 % -

15
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6.2 Finding 2 - Click-Through Rate Reduction After Training
Baseline CTR | Post-Training Effect Size
SME (avg. of first | CTR (avg. of | Reduction | Paired-t (p) (Cohen’s d)
2 cycles) last 2 cycles)
AlphaCo o 0 0
(12 users) 235 % 6.8 % -71% 0.001 112
BetaTech o o o
(22 users) 241 % 7.2 % -70 % 0.0007 1.09
Gammaltd 0 o 0
(18 users) 229 % 7.0 % -69 % 0.0012 1.08

All three organisations demonstrated statistically significant reductions (p < 0.01). The
average effect size (d = 1.10) indicates a large practical impact of the combined
simulated-phishing + micro-learning approach.

6.3 Finding 3 — Incremental Protection from Technical Controls

Logistic-regression output (odds ratios, 95 % Cl):

Control Set OR . Reducti?n v p-value
(= 1 = protective) Baseline
Baseline (none) 1 (reference) — —
DMARC p=reject only 0.48 (0.44-0.53) -41 % < 0.001
DMARC + SPF + DKIM 0.38 (0.33-0.44) -62 % < 0.001
DMARC + MFA 0.48 (0.44-0.53) -41 % < 0.001
E“&E;afﬁgi'\_’?eﬁte) 0.16 (0.12-0.21) -84 % <0.001

The Area Under the ROC Curve for the full model
discriminative power. Each added control yielded statistically significant incremental

protection (p < 0.01).

0.93, indicating excellent

16
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6.4 Finding 4 - Cost-Benefit Ratio for an SME

Table 1 - Annual Cost & Savings

Item

Annual Cost (USD)

ALE Reduction
Contribution

Security-Awareness Platform

(subscription) $2,800 71 % CTR reduction
DMARC p=reject (implementation + o .
monitoring) $1,200 41 % reduction
MFA licensing (SSO provider) $4,500 75 % reduction
URL-rewriting proxy (cloud Saa$S) $3,600 84 % reduction
Total Annual Investment $12,100 —

Baseline ALE (no controls) $152,000 —

Adjusted ALE (full stack) $28,300 —

Net Savings $111,600 73 % ROI

Sensitivity analysis (£ 20 % variation in CTR reduction) still yields minimum net savings
of $84 k, confirming the robust economic case for the layered approach.
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7. Recommendations

71 “Human-First” Resilience Framework

Phase Action

Owner

Frequency

KPI

Conduct a
phishing-readiness
survey
(self-assessment +
simulated test).

Baseline
Assessment

Security
Team

Quarterlyt

Baseline
CTR=25%

Deploy quarterly
simulated-phishing
campaigns using at
least two distinct
templates
(credential-harvest &
BEC). Follow each
campaign with a
3-minute
micro-learning video
that explains the
specific cues (urgency,
authority).

Continuous
Training

HR +
Security

Every 3
months

Post-training

CTR=7%

Enforce

DMARC p=reject on all
corporate domains
and critical third-party
vendors; publish
SPF/DKIM records.

Policy
Enforcement

IT/DNS
Admin

Immediate,
with
monthly
monitoring

DMARC
pass-rate
295%

Roll out MFA
(push-notification or
hardware token) for all
SaaS logins, with a
fallback exception
process limited to

< 2 % of accounts.

Multi-Factor
Authentication

[AM
Team

Immediate,
reviewed
annually

MFA
adoption
=95 %
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Phase Action Owner | Frequency KPI

Implement a

URL-Rewriting cloud-based

Proxy

URL-rewriting proxy Netwqu Immediate, 99 %.O.f
Security suspicious

(e.g., Netskope, monitored

Zscaler) that sanitises daily URLs blocked
outbound links in email
and chat.

Develop a
BEC-specific playbook
that includes (a) rapid

Incident account lock-down, (b) Incident v et
verification workflow, nciaen ean time to

Response (c) forensic capture of Refpo(;mse Bi-annual conialilnkr:]ent
Playbooks email headers. ea =
Conduct table-top

exercises
semi-annually.

Key Success Metric: Overall risk reduction =z 80 % (as measured by the combined factor
T x C from the quantitative analysis).

7.2 Layered Technical Controls

e DMARC p=reject - configure v=DMARC1; p=reject;
rua=mailto:dmarc-agg@yourdomain.com; ruf=mailto:dmarc-afrf@yourdomain.com.

e SPF - add a TXT record that lists all authorised sending IPs (v=spfl
include:_spf.google.com -all).

e DKIM —generate a 2048-bit RSA key pair for each domain, publish the public key via
DNS (selector._domainkey.yourdomain.com).

e MFA - enforce “push-notification” as primary factor; for privileged accounts require
a hardware token (e.g., YubiKey).

e URL-Rewrite — subscribe to a cloud sandbox service that rewrites every outbound
URL to a safe-browse gateway; integrate logging with SIEM for alerting.

These controls are lightweight (no on-prem hardware), scalable to any user count, and
compatible with most SaaS providers.
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7.3 Continuous Monitoring & Incident-Response Playbooks

e Phishing-Simulation Dashboard — centralise click-through statistics in a Power Bl or
Grafana dashboard that refreshes hourly. Set automatic alerts when CTR spikes
> 10 % above baseline.

e SIEM Correlation Rules — add a rule that flags DMARC failures + MFA challenges
occurring within a 5-minute window (possible credential-theft attempt).

e Post-Incident Review — after any successful phishing event, conduct a Root-Cause
Analysis (RCA) that documents: the lure used, user actions, technical gaps, and
remediation steps. Feed the findings back into the training library (new template).




EC-COUNCIL
UNIVERSITY

ACCREDITED. FLEXIBLE. ONLINE.

The Social-Engineering Resilience in Remote-Work Environments

CHAPTER 8

8. Conclusion

The expansion of remote work has transformed the human element from a peripheral
concern into the primary attack surface. This research demonstrates that
social-engineering attacks—particularly credential-harvesting and
malicious-attachment campaigns—constitute over 70 % of the threat landscape for
remote employees.

Empirical evidence from three SMEs shows that quarterly simulated-phishing combined
with brief micro-learning videos slashes click-through rates by 71 %, confirming the
high return on investment for security-awareness programmes when they are frequent,
realistic, and context-aware.

Technical safeguards further amplify protection: DMARC-reject, mandatory MFA, and a
URL-rewriting proxy together reduce successful credential theft by 84 %. When the two
layers are combined, a FAIR-based cost-benefit analysis reveals an 81 % reduction in
Annual Loss Expectancy for an average SME, at an annual spend of only
$12 k—equating to a pay-back period of less than two months.

The proposed “Human-First” Resilience Framework operationalises these findings into
a four-phase rollout that any small- to medium-sized organization can adopt without
extensive capital outlay. By anchoring security culture, enforcing lightweight
email-authentication, and integrating automated phishing-simulation dashboards into
existing SIEM workflows, the framework delivers continuous visibility, rapid
remediation, and sustainable risk reduction.

In a landscape where attackers increasingly wield Al-generated deep-fakes and
automated spear-phishing, the only reliable defence is a disciplined blend of
people-centric education and pragmatic technical controls. The evidence presented
here equips decision-makers with the quantitative justification and practical steps
needed to protect their remote workforce while preserving productivity and budget
constraints.
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10. Appendices
Appendix A - QCA Decision Table (binary scoring)
Technique Effectiveness Cost Implementation Scalability

Effort

Training (quarterly
simulated phishing 1 1 1 1
+ micro-learning)

DMARC p=reject 1 1 1 1
MFA

(push-notification) 1 0 1 1
URL-rewriting proxy 1 0 0 1
SPF (baseline) 0 1 1 1
DKIM 0 0 0 1

Phishing-Simulation
Dashboard (BI 1 0 0 1
integration)

Dedicated
security-team FTE

1 = High/Yes, 0 = Low/No.
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Appendix B - Sample PhishTank API Pull (Python) - for data collection and
preprocessing

import requests
import pandas as pd

URL = "http://data.phishtank.com/data/online-valid.json"

def fetch_phishtank_data(url):
try:
response = requests.get(url, timeout=10)
response.raise_for_status()
return response.json()

except requests.exceptions.RequestException as e:
print(f"Error fetching data: {e}")
return None

def process_data(data):
df = pd.json_normalize(data)

columns = ['phish_id",'url’phish_detail_url'/submission_time',
'target','verified''online', verification_time','tags']

return df.reindex(columns=columns)

def save_data(df):
filename = f"phishtank_{pd.Timestamp.now().date()}.csv"
df.to_csv(filename, index=False)
print(f"Saved {len(df)} records to {filename}")

def main():
data = fetch_phishtank_data(URL)
if data:
df = process_data(data)
save_data(df)

if _name_ =="_main__";
main()
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Appendix C - Logistic-Regression Output (excerpt)
Variable Coefficient (B) | Odds Ratio 95% ClI P-value
(e"B)

Intercept -2.73 - - < 0.001
DMARC -0.73 0.48 0.44-0.53 < 0.001
SPF -0.12 0.89 0.81-0.98 0.018
DKIM -0.09 0.91 0.82-1.00 0.062
MFA -1.38 0.25 0.20-0.3 < 0.001
URL-Rewrite -1.83 0.16 0.12-0.21 <0.00

AUC = 0.93; Hosmer-Lemeshow x? = 5.2 (p = 0.74).

Appendix D - Sample Phishing-Simulation Dashboard (Power Bl Screenshot)

Current Click Through Rate: 6.8 %

CTR Trend Most Clicked Subjects

[:Fd

8%
6.8% Special Offers
7% 3
’\/\ \*/-/ Product Updates
6%

Tips & Tricks

4% E
’ Event Invites

Newsletter

KPI tile showing “Current Click-Through Rate: 6.8 %’, a trend chart, and a heat-map of
most-clicked subjects.
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